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1
Decision/action requested

This contribution proposes a solution to KI #1 (Transport Security for the MSGin5G interfaces ) in terms of the transport security protection for MSGin5G-1 interface in TR 33.862
2
References

[1]
3GPP TR 33.862 v0.5.0 Study on security aspects of the Message Service for MIoT over the 5G System
3
Rationale

This solution proposes to protect the transport security for MSGin5G-1 interface based on AKMA.
4
Detailed proposal
***
START OF  1stCHANGE
***
6.X
Solution #X: Transport security protection for MSGin5G-1 interface based on AKMA 
6.X.1
Solution overview

This solution addresses key issue#1 about the transport security protection for MSGin5G-1 interface based on AKMA.
6.X.2
Solution details
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Pre-requisite: MSGin5G UE has executed primary authentication successfully with 5GC and has generated KAKMA based on AKMA procedure as specified in [10].
Step 1: MSGin5G UE sends the Applicaion session establishment request to the MSGin5G Server, with A-KID.

Step 2: MSGin5G Server communicates with the 5G core network to obtain K5GMSG according to AKMA procedures. K5GMSG is the KAF in AKMA procedures.
Step 3: MSGin5G Server respondes to the MSGin5G UE by sending the Application session establishment response. 
Step 4: The MSGin5G UE and the 5G MSG Server establish the TLS security tunnel based on the key K5GMSG. The MSGin5G-1 interface is protected by TLS.
6.X.3
Solution evaluation
This solution addresses key issue#1 about the transport security protection for MSGin5G-1 interface based on AKMA.
***
END OF 1st CHANGE
***
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